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added to a system of records shall be 
informed of the basis for requesting the 
information, how it may be used, and 
what the consequences, if any, are of 
not supplying the information. 

(2) At a minimum, the notice to the 
individual must state: 

(i) The authority (whether granted 
by statute or Executive Order of the 
President) which authorizes the solici-
tation of the information and whether 
disclosure of such information is man-
datory or voluntary; 

(ii) The principal purpose or purposes 
for which the information is intended 
to be used; 

(iii) The routine uses which may be 
made of the information; and 

(iv) The effects on the individual, if 
any, of not providing all or any part of 
the requested information. 

(3)(i) When information is collected 
on a standard form, the notice to the 
individual shall be provided on the 
form, on a tear-off sheet attached to 
the form, or on a separate sheet, 
whichever is most practical. 

(ii) When information is collected by 
an interviewer, the interviewer shall 
provide the individual with a written 
notice which the individual may re-
tain. If the interview is conducted by 
telephone, however, the interviewer 
may summarize the notice for the indi-
vidual and need not provide a copy to 
the individual unless the individual re-
quests a copy. 

(iii) An individual may be asked to 
acknowledge, in writing, that the no-
tice required by this section has been 
provided. 

(e) Records concerning activity pro-
tected by the First Amendment. No record 
may be maintained describing how any 
individual exercises rights guaranteed 
by the First Amendment to the Con-
stitution unless the maintenance of the 
record is (1) expressly authorized by 
statute or by the individual about 
whom the record is maintained or (2) 
pertinent to and within the scope of an 
authorized law enforcement activity. 

[40 FR 44505, Sept. 26, 1975, as amended at 48 
FR 56583, Dec. 22, 1983] 

§ 2.49 [Reserved] 

§ 2.50 Federal Register notices describ-
ing systems of records. 

(a) The Privacy Act requires publica-
tion of a notice in the FEDERAL REG-
ISTER describing each system of records 
subject to the Act. Such notice will be 
published prior to the establishment or 
a revision of the system of records. 5 
U.S.C. 552a(e)(4). 

(b) Each bureau shall notify the De-
partmental Privacy Act Officer 
promptly of any modifications or 
amendments which are required in the 
then-current notice describing a sys-
tem of records for which it is respon-
sible. 

(c) A bureau desiring to establish a 
new system of records or a new use for 
an existing system of records shall no-
tify the Departmental Privacy Act Of-
ficer, no fewer than ninety (90) cal-
endar days in advance. 

[48 FR 56583, Dec. 22, 1983] 

§ 2.51 Assuring integrity of records. 
(a) Statutory requirement. The Privacy 

Act requires that records subject to the 
Act be maintained with appropriate ad-
ministrative, technical and physical 
safeguards to insure the security and 
confidentiality of records and to pro-
tect against any anticipated threats or 
hazards to their security or integrity 
which could result in substantial harm, 
embarrassment, inconvenience, or un-
fairness to any individual on whom in-
formation is maintained, 5 U.S.C. 
552a(e)(10). 

(b) Records maintained in manual form. 
When maintained in manual form, 
records subject to the Privacy Act 
shall be maintained in a manner com-
mensurate with the sensitivity of the 
information contained in the system of 
records. The following minimum safe-
guards, or safeguards affording com-
parable protection, are applicable to 
Privacy Act systems of records con-
taining sensitive information: 

(1) Areas in which the records are 
maintained or regularly used shall be 
posted with an appropriate warning 
stating that access to the records is 
limited to authorized persons. The 
warning also shall summarize the re-
quirements of § 2.52 and state that the 
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Privacy Act contains a criminal pen-
alty for the unauthorized disclosure of 
records to which it applies. 

(2) During working hours, (i) the area 
in which the records are maintained or 
regularly used shall be occupied by au-
thorized personnel or (ii) access to the 
records shall be restricted by their 
storage in locked metal file cabinets or 
a locked room. 

(3) During non-working hours, access 
to the records shall be restricted by 
their storage in locked metal file cabi-
nets or a locked room. 

(4) Where a locked room is the meth-
od of security provided for a system, 
the bureau responsible for the system 
shall supplement that security by (i) 
providing lockable file cabinets or con-
tainers for the records or (ii) changing 
the lock or locks for the room so that 
they may not be opened with a master 
key. For the purposes of this para-
graph, a master key is a key which 
may be used to open rooms other than 
the room containing records subject to 
the Privacy Act, unless those rooms 
are utilized by officials or employees 
authorized to have access to the 
records subject to the Privacy Act. 

(c) Records maintained in computerized 
form. When maintained in computer-
ized form, records subject to the Pri-
vacy Act shall be maintained, at a min-
imum, subject to safeguards based on 
those recommended in the National 
Bureau of Standard’s booklet ‘‘Com-
puter Security Guidelines for Imple-
menting the Privacy Act of 1974’’ (May 
30, 1975), and any supplements thereto, 
which are adequate and appropriate to 
assuring the integrity of records in the 
system. 

(d) Office of Personnel Management 
personnel records. A system of records 
made up of Office of Personnel Manage-
ment personnel records shall be main-
tained under the security requirements 
set out in 5 CFR 293.106 and 293.107. 

(e) Bureau responsibility. (1) The bu-
reau responsible for a system of records 
shall be responsible for assuring that 
specific procedures are developed to as-
sure that the records in the system are 
maintained with security meeting the 
requirements of the Act and this sec-
tion. 

(2) These procedures shall be in writ-
ing and shall be posted or otherwise pe-

riodically brought to the attention of 
employees working with the records 
contained in the system. 

[40 FR 44505, Sept. 26, 1975, as amended at 48 
FR 56583, Dec. 22, 1983] 

§ 2.52 Conduct of employees. 

(a) Handling of records subject to the 
Act. Employees whose duties require 
handling of records subject to the Pri-
vacy Act shall, at all times, take care 
to protect the integrity, security and 
confidentiality of these records. 

(b) Disclosure of records. No employee 
of the Department may disclose 
records subject to the Privacy Act un-
less disclosure is permitted under § 2.56 
or is to the individual to whom the 
record pertains. 

(c) Alteration of records. No employee 
of the Department may alter or de-
stroy a record subject to the Privacy 
Act unless (1) such alteration or de-
struction is properly undertaken in the 
course of the employee’s regular duties 
or (2) such alteration or destruction is 
required by a decision under §§ 2.70 
through 2.75 or the decision of a court 
of competent jurisdiction. 

(d) Bureau responsibility. The bureau 
responsible for a system of records 
shall be responsible for assuring that 
employees with access to the system 
are made aware of the requirements of 
this section and of 5 U.S.C. 552a(i)(1), 
which imposes criminal penalties for 
knowingly and willfully disclosing a 
record about an individual without the 
written request or consent of that indi-
vidual unless disclosure is permitted 
under one of the exceptions listed in 
§ 2.56 (b) and (c). 

§ 2.53 Government contracts. 

(a) Required contract provisions. When 
a contract provides for the operation 
by or on behalf of the Department of a 
system of records to accomplish a De-
partment function, the contract shall, 
consistent with the Department’s au-
thority, cause the requirements of 5 
U.S.C. 552a and the regulations con-
tained in this subpart to be applied to 
such system. 

(b) System manager. The head of the 
bureau responsible for the contract 
shall designate a regular employee of 
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